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Abstract. The interactions between Data Trusts as fiduciary data sharing inter-
mediaries and data actors communicating with Data Trusts need to be seamless
and supported by guidelines and regulatory standards to ensure trustworthiness.
To achieve such coherent data sharing, corresponding interfaces have to be de-
signed on human-system as well as on system-system level. In a data trust eco-
system, human interaction of the data actors with the Data Trust is accomplished
via user interfaces, i.e. the human-system interaction in the ecosystem. The inter-
action on the system-system level is manifested through technical interfaces es-
tablished in Data Trusts. To ensure standardized data sharing, Data Trusts need
to be competent in handling different data structures and to provide suitable con-
nections with data storages. We conduct a systematic analysis of existing human
and technical interfaces in literature, and we highlight gaps and insufficiently
considered topics that are valuable for the implementation of Data Trusts.
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1 Introduction

The increase of data volumes together with the rising demand for data to deliver intel-
ligent services has emphasized the need for sharing and reusing data on the one hand,
and for managing data through indestructible, trustworthy data governance mechanisms
on the other hand. For the latter, scholarly literature refers to data governance as the
structures, people, policies, processes, standards, and technologies that govern the man-
agement and use of data within an organization to circumvent any potential obstacles
in the data sharing process that could result in lack of trust between entities (Abraham
et al., 2019; Panian, 2010; Steinert & Altendeitering, 2024). For the data sharing and
reuse, the concept of Data Trust has evolved as an important intermediary.

O’Hara (2019) refers to Data Trust as an intermediary organization that implements
data sharing. It works in line with the laws and norms to provide ethical, architectural
and governance support for secure and trustworthy data processing (O’Hara, 2019).
Data Trusts enhance data accessibility, transparency, security, and compliance with rel-
evant regulations and ethical standards throughout the data lifecycle in the ecosystem
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(Austin & Lie, 2021; Ayappane et al., 2024; Feth & Rauch, 2024; Stachon et al., 2023).
While many scholars focus on data governance practices to foster collaboration and
data sharing processes within the organization, it is also crucial to expand the concept
on an inter-organizational basis. Thus, inter-organizational data governance related to
Data Trusts involves contractual agreements, data usage policies, distributed usage con-
trol, metadata management, licenses, reference processes, and measures for data inte-
gration (Abraham et al., 2019; Lis et al., 2023; Otto & Jarke, 2019).

To guarantee well-regulated data workflows between different actors (stakeholders),
Data Trusts act like an interface between these stakeholders (O’Hara, 2019). However,
this concept of “interface” needs to be detailed on two strands: human-system interac-
tion and system-system interaction. The interfaces need to be interconnected with each
other to accomplish smooth data sharing between different entities by enhancing data
interoperability (Gruson-Daniel et al., 2023). According to the European Interoperabil-
ity Framework (EIF), interoperability is “the ability of organizations to interact towards
mutually beneficial goals, involving the sharing of information and knowledge between
these organizations, through the business processes they support, by means of the ex-
change of data between their ICT systems” (European Commission, 2017). The defini-
tion provided in the EIF considers interoperability holistically at the legal, organiza-
tional, semantic, and technical levels. Semantic interoperability in particular ensures
that the precise format and meaning of exchanged data and information are preserved
and understood throughout data exchanges between parties (European Commission,
2017, p. 25). It enables computer systems and applications to unambiguously interpret,
and process data transmitted to them (Mohamed et al., 2012).

To achieve afore mentioned aims, interfaces represent a crucial part of the imple-
mentation of Data Trusts, as these enable a smooth exchange of data between data ac-
tors. Yet, a comprehensive understanding and systematization of different types of in-
terfaces in the realm of Data Trusts is still lacking.

Our research therefore focuses on the concept of Data Trusts (in some literature re-
ferred to as Data Trustees) and the designed and integrated interfaces to enable seamless
data sharing and interaction of data actors with the Data Trust. To gain an extensive
understanding of existing work and to extract valuable insights and gaps in the current
developments in interface implementations in Data Trusts, our study systematically an-
alyzes existing literature on Data Trusts and their implemented interfaces. Two major
research objectives (ROs) drive our work:

RO1: Investigating current research on interfaces for implementing Data Trusts;
RO2: Identifying existing mechanisms for accessing different data structures and da-
tabases in the realm of Data Trusts.

To meet these ROs, we apply a systematic, topic-centric literature analysis as de-
scribed in Section 2. In Section 3, we address RO1 by providing a literature review of
currently implemented or proposed interfaces in the construction of Data Trusts or in
other organizations that could be used in Data Trusts. Section 4 addresses RO2 by pre-
senting existing implementations and suggestions for coping with different data struc-
tures, and for interfaces to the data storages. In Section 5 and 6, we pinpoint the main
findings of our study and outline future research needs and limitations of our study.



2 Methodological Foundations

We apply a systematic study of peer-reviewed scientific literature, following the guide-
lines of structured, topic-centric literature review (Rowe, 2014; vom Brocke et al.,
2015; Webster & Watson, 2002). Figure 1 visualizes the search process of our system-
atic research following the PRISMA 2020 flow diagram proposed in Page et al. (2021).
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Figure 1. Systematic Literature Analysis along the PRISMA Statement of Page et al. (2021)

The search was conducted on the databases: Scopus, Web of Science, ProQuest,
ACM Digital Library, and IEEE. We used the search string (“Data Trust” OR “Data
Trusts” OR “Data Trustee” OR “Data Trustees”) AND (“API” OR “APIs” OR “Inter-
face” OR “Interfaces” OR “Interoperability”). This keyword-based search string suc-
cessfully discarded the possibility of undesirable bias towards renown authors and
highly cited papers. The performed search was focused on English language sources.
The time period of searched papers was restricted from January 2010 to February 2025.
This restriction was applied because before the year 2010, there were barely any robust
publications on Data Trusts. The initial search, which was done in February 2025,
yielded 600 papers. Eliminating duplicates and papers not in English language reduced
the number to 589 papers, concluding the first and second iterations of the analysis. The
third iteration screened the titles to identify the papers relevant to our ROs (RO1 and
RO2), which resulted in 165 papers, hence excluding 424 papers not in the scope of our
research. The fourth iteration comprised an extensive screening of the abstract, which
led to discarding additional 100 papers that were not relevant to the ROs. The abstract
screening was performed on the papers that, based on the title, illustrated a potential
link with our ROs, However the abstract conveyed information that differed from our
ROs. This reduced the total number of papers to 65. The fifth iteration of our literature
analysis consisted of eliminating papers due to lack of access. This iteration shrank the
number of germane papers to 62. In the sixth step, a considerable scrutiny of the entire
papers was executed to determine whether the papers were relevant to our ROs. The



screening of the entire papers enabled us to articulately infer which papers were affect-
ing our ROs. Papers lacking a clear specification of interfaces, or whose main focus
moved from the data sharing processes were excluded, whereas the papers emphasizing
interfaces and data sharing processes were included in the analysis. This iteration led
to further filtering the number to 45 papers.

After rigorous consideration of the references in the 45 papers obtained by the sixth
iteration, we applied backward search, restricted to the year 2010 the earliest, and for-
ward search following vom Brocke et al. (2009), which produced a number increase of
16 papers. Hence, we encompassed a total of 61 adequate papers in our study.

The result set of the 589 papers after removing duplicates and non-English language
papers at the beginning of the screening phase, plus the papers added from backward
and forward search, 16, is available online as appendix containing 605 papers in total. !

3 Review of Interfaces for Implementation in Data Trusts

The concept of Data Trusts implies the usage of different types of interfaces (Table 1).

Table 1. Overview of Interfaces and Use Cases in Data Trust Ecosystems

Human-System Interf. (User Interf.)

Interface Type Description

(Technologies) (example use cases)
Graphical User Inter- A visual interface that allows data actors to interact with the Data Trust
face (GUI) through structured elements such as forms, dashboards, icons, and

menus, either native (desktop/mobile) or web-based (e.g., consent man-
agement, access review, policy editing, data usage dashboard)

Web-Based Interface
(e.g., HTTP, HTML,
CSS)

A specific type of GUI delivered via standard web technologies and ac-
cessed through web browsers over HTTP / HTTPS (e.g., browser-based
user portal, consent portal, access requests, policy dashboard)

Data Visualization In-
terface (e.g., D3Js,
Apache Superset, Vega,
Grafana)

Interface for visualizing and monitoring dataset properties, usage met-
rics, and system flows through customizable dashboards and graphical
representations (e.g., data quality monitoring, usage analytics, lineage
tracking dashboards)

Command-Line Inter-
face (CLI) (e.g., shell
or terminal)

Text-based interface for executing administrative tasks, scripting, and
automation by entering commands directly into a terminal environment
(e.g., policy and access rules configuration, data pipeline deployment,
system monitoring)

System-System Interf. (Tech. Interf.)

Application Program-
ming Interface (API)
(e.g., REST, GraphQL,
gRPC)

Programmatic interface that enables system interoperability for data ex-
change and workflow automation, locally or across platforms and net-
works (e.g., dataset access, metadata queries, policy enforcement, iden-
tity and access management, audit logging, consent handling)

Representational State
Transfer Interface (e.g.,
HTTPS, JSON)

A type of API that adheres to the REST architectural style, enabling
stateless and secure data exchange using standard web protocols. (e.g.,
dataset retrieval, user authorization, policy and consent updates)

Data Service Interface
(e.g., ETL protocols)

Interface exposing operational data services to support data lifecycle
management, including transformation and compliance-related pro-
cesses (e.g., data extraction, transformation and loading, policy valida-
tion, data synchronization)

Messaging or Stream-
ing Interface (e.g.,
Kafka, MOTT, AMQP)

Interface for real-time or batch-based delivery of high-volume or asyn-
chronous data, status updates, and event-driven messages (e.g., event
notifications, data streams, telemetry)

! Dataset available from Acev et al. (2025) via zenodo.org
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In the analyzed literature, some authors describe interfaces that are incorporated in
Data Trusts explicitly. Others refer to the interfaces in a general sense without specify-
ing any implementation in Data Trusts. We have considered papers that encompass
types of interfaces that are important for the implementation of Data Trusts, regardless
of whether the authors provide their direct implementation in Data Trusts.

Table 1 represents a summary of the interfaces found in the identified scholarly pa-
pers. The left-most column groups the interfaces into two main categories: human-sys-
tem interfaces (user interfaces) and system-system interfaces (technical interfaces). The
‘Interface Type (Technologies)’ column, lists the interfaces found in the scholarly pa-
pers along with the technologies used to implement the interfaces. We establish the
interface terms to be descriptive for future reference in Data Trusts, not how the authors
refer to them in their studies. The ‘Description (example use cases)’ column provides a
brief description of the corresponding interfaces as well as exemplary use cases tailored
to Data Trusts.

The used terms for human-system interfaces in literature are: graphic user interface
(GUI), web-based interface, data visualization interface, and command-line interface
(CLI). The used terms for system-system interfaces in literature are: application pro-
gramming interface (API), representational state transfer interface, data service inter-
face, and messaging or streaming interface. In the following sub-sections, we elaborate
on these human-system and system-system interfaces along with the indications of the
references to the scholarly works.

3.1 Human-System Interfaces for Data Trusts

To meet the requirements of the data trust implementation, it is necessary to understand
the human-system interaction. Many scholars argue that the user interfaces reflect on
this incumbent human-system interaction as a requisite step in fulfilling Data Trusts
(Lomotey et al., 2022; Patrick & Budd, 2010; Schinke et al., 2023). This reasoning
translates to the establishment of a communication link between different data actors
(e.g., data subjects, data owners, data providers, data consumers) and the Data Trust
through a user interface (Musa et al., 2023; Schinke et al., 2023). The user interface
provides several features, where the actors are encouraged to select the reason why they
intended to communicate with the Data Trust initially in a user-friendly and efficient
manner (Musa et al., 2023).

We faced challenges to clearly distinguish and define the human-system interfaces
that are encompassed in literature, since they lack concretization. The term ‘user inter-
face’ is used predominantly in several publications without any specification (Laht-
eenoja, 2023; Musa et al., 2023; Schinke et al., 2023; Sim et al., 2023). Musa et al.
(2023) elaborate on the user interface as one of their blockchain-based framework’s
layers that serves as a bridge between the functionality of web applications and end-
users, permitting the end-users to extract the benefits from the web application. More-
over, Schinke et al. (2023) state the necessity to provide a user interface as a web ap-
plication, since it does not require data actors to install any specific software on devices
to access the Data Trust. The authors further argue that for finding and accessing the
pertinent data by human actors, a data marketplace represents an important component



(Schinke et al., 2023). The data marketplace relies on the user interface from a frontend
perspective, whereas from a backend perspective it relies on the (meta)data broker,
which allows appropriate searches for metadata or just data, and on vocabularies to
prevent misunderstandings by offering user-specific data and service descriptions
(Schinke et al., 2023). The features that are available to the actors need to be restricted
and supported by rights and regulatory management, so the personal and other sensitive
data remain strictly controlled (Sim et al., 2023).

Another term that appears in the literature is GUI. Essentially, a GUI is a part of user
interfaces, where the data actors interact with the Data Trust using adapted graphics
like designed icons and fields. Azcoitia & Laoutaris (2022) state that the data providers
dispense data through a GUI, which facilitates the visual representation of the available
features. Patrick & Budd (2010) present a Data Trust in the field of health industry,
where an interface generator is accountable for creating the GUI the clinicians com-
municate with.

Web-based interfaces are not perspicuously described in the available literature. A
web-based interface permits the data actors to interact with software running in the Data
Trust via web browser. However, the accessible publications fail to demonstrate this
relation in more details in the implementation of Data Trusts. Lomotey et al. (2022)
demonstrate the Data Trust as a Service, where the authors elaborate on the connection
between the web interface and presentation layer, which is a module that tackles all
data actors’ activities (e.g., routing requests, re-directing responses, and pushing noti-
fications to other actors), through an HTTP/S communication protocol. Other authors
just introduce the term “web interface” as a part of their Data Trusts without establish-
ing a proper link between the frontend and the backend implementation for the web
interface (Hildebrandt et al., 2020; Sayeed et al., 2023).

Data visualization interfaces are among the general user interfaces. The difference
between the data visualization interface and GUI is slight. In fact, a data visualization
interface can be considered as a user interface, where the data actors can monitor and
visualize the characteristics of certain datasets. Qi et al. (2023) design an application
layer that provides management services of data for industrial internet identity analysis
for various industries like manufacturing, construction, consumer goods, food, agricul-
ture and other industries through a visualization interface. Jha et al. (2022) present a
novel framework for run-time trust state analyses of a virtual machine, where the inter-
face shows several state information. Depending on the current system state, proper
actions are triggered. In their cloud-based platform, Lomotey et al. (2022) implement a
visualization interface to analyze data sharing workflows in a multi-partner environ-
ment. With this implementation, Lomotey et al. (2022) empower the actors to track
their data along the data sharing process, and in doing so, they enhance transparency.

Command Line Interface (CLI) is briefly mentioned in the available literature. It
lacks clear explanation especially in the realm of Data Trusts. While CLI refers to hu-
man-system interaction, it differentiates from the GUI through the course of action the
data actors need to perform to realize the interaction. CLI allows data actors to interact
with the Data Trust by typing commands directly into a terminal to operate. From the
scarce explanation of literature in CLI implementation, Mehboob Khan et al. (2023)
state that in their blockchain platform, the interaction with the actors is represented by



a straightforward CLI, which triggers supporting APIs suitable for handling blockchain
transactions. Shahbazi & Byan (2021) merely mention that CLI is part of their platform
that is connected with a hyperledger composer REST server to generate REST APIs.

Overall, the human-system interfaces discussed in literature lack specifications of
the implementation in Data Trusts, and they have not been rigorously studied yet, which
implies the need to be meticulously studied in the future. It is crucial to point out that
only a handful of authors discuss user interfaces in Data Trusts (Lomotey et al., 2022;
Patrick & Budd, 2010; Sayeed et al., 2023; Schinke et al., 2023; Shahbazi & Byun,
2021), while others talk about the human-system interfaces without any specification
in Data Trusts (Azcoitia & Laoutaris, 2022; Gruson-Daniel et al., 2023; Hildebrandt et
al., 2020; Jha et al., 2022; Léhteenoja, 2023; Mehboob Khan et al., 2023; Musa et al.,
2023; Qi et al., 2023; Sim et al., 2023). Although the implementation of different hu-
man-system interfaces varies from one field to another, it is important to stress that
these interfaces have to be easily accessible and understandable to the data actors to
facilitate the data sharing process and to stimulate human-system interaction. As such,
the user interfaces represent a stepping stone in fully building Data Trusts.

3.2  System-System Interfaces for Data Trusts

Another interaction vital for the realization of the data trust ecosystem is system-system
interaction. The system-system interaction reflects on the data transmission of infor-
mation between inner components (different mechanisms) in the Data Trust, or between
the Data Trust and other external systems (e.g., from other data intermediaries) (Abra-
ham et al., 2019; Young et al., 2019). Technical interfaces translate to the system-sys-
tem interaction in achieving Data Trusts (Biihler et al., 2023; Richter, 2023; Sayeed et
al., 2023; Schinke et al., 2023; Specht-Riemenschneider & Kerber, 2022; Steinert &
Altendeitering, 2024). The system-system policy guides automated system-system in-
teractions, which eventually supplies the data actors or other entities (e.g., other organ-
izations) with pertinent data via the data sharing process (Cohen et al., 2014).

Similar to the human-system interfaces, the system-system interfaces encompassed
in literature demonstrate scarcity in explanation and implementation. This results in
challenges to mark a clear difference and precision in defining the compulsory system-
system interfaces in the construction of Data Trusts. The general term ‘technical inter-
face’ is found in some publications without further detailed explication of the imple-
mentation and usage procedures (Jussen et al., 2024; Lahteenoja, 2023; Specht-Rie-
menschneider & Kerber, 2022). Léhteenoja (2023) specifies that technical interfaces
for data providers differ from the technical interfaces for data recipients in technologi-
cal aspects. Specht-Riemenschneider & Kerber (2022) present the necessity for stand-
ardized interoperable technical interfaces to enhance the interoperability and trustwor-
thiness in the data trust ecosystem.

The most commonly used term in literature is Application Programming Interface
(API). From a technological aspect, APIs form the main interface for dealing and ar-
ranging actions between different applications, locally or over the network, by author-
izing software programs to interact with each other in activities related to data (e.g.,
consumption, adding, processing, modification, or deletion of data) (Gruson-Daniel et



al., 2023). APIs facilitate data discovery and stimulate data collaboration between de-
sirable actors (Gupta & Panagiotopoulos, 2019). Implemented data sharing governance
mechanisms include APIs, which facilitate a centralized data sharing within a data trust
ecosystem (Micheli et al., 2020). Actors in the data trust ecosystem should have access
to fully governed, standardized, and trustworthy APIs (Specht-Riemenschneider &
Kerber, 2022; Steinert & Altendeitering, 2024). By applying these governance mecha-
nisms and standards, the data trust augments the efficiency, technological capabilities,
actors’ capacities, and digital transformation of SMEs (Biihler et al., 2023).

Potential pitfalls from the implementation of APIs are, for instance, mentioned in
Azcoitia & Laoutaris (2022). The authors argue challenges in the construction of data
marketplaces for data sharing due to the severe implementation of access protocols or
APIs in the system-system interaction. The convoluted connectivity interfaces could
potentially undermine the performance of the organization; therefore, to avoid losses
and breaches of data, there is a need for enhanced cybersecurity measures (Kifor &
Popescu, 2024). To overcome these challenges, Azcoitia & Laoutaris (2022) propose
that data marketplaces should set interoperability standards to combine APIs and pro-
duce a uniform way of accessing their data through an organization that mitigates the
complexity of accessing data and that increases data’s transparency.

Although existing literature provides an overview of APIs, their security measures,
and their potential challenges, the literature lacks a studious elaboration on different
types of APIs that could be incorporated in Data Trusts. With an exception of REST
API, the of other types of APIs (e.g., Simple Object Access Protocol (SOAP), Remote
Procedure Calls using XML (XML-RPC), etc.) are overlooked in Data Trust literature.
In current literature on Data Trusts, APIs and REST APIs are mostly implemented in
distributed ledger technologies (predominantly in blockchain), or digital twins (Lo-
motey et al., 2022, 2024; Shahbazi & Byun, 2021; Vilas-Boas et al., 2023). The excep-
tion is the Data Trust proposed by Steinert & Altendeitering (2024), where the authors
present extensions to the Eclipse Dataspace Components (EDC). EDC is a compendi-
ous framework that states a fundamental set of features that can be reused and adjusted
in dataspace implementations by implementing APIs and guaranteeing interoperability
by design. Their extensions include Data Trusts incorporated in the dataspace ecosys-
tem. To achieve these extensions, the EDC integrates a web server, which hosts a col-
lection of public RESTful API endpoints (Steinert & Altendeitering, 2024). These end-
points of the extensions are integrated to manage the selection of a mutually trusted
entity within the data space, from commencing and proceeding with the choice of a
relevant Data Trust to informing the selected Data Trust for the data sharing process
(Steinert & Altendeitering, 2024). Lomotey et al. (2024) stimulate the system-system
communication in Data Trusts by introducing an API management system that is ex-
posed as a RESTful endpoint, which is responsible for all system-system interactions.

Current literature lacks explanation of the term ‘service interface’. A service inter-
face is an interface deployed to invoke a service. A generic understanding of data ser-
vice interface in the realm of Data Trusts is provided by Schinke et al. (2023), where
the authors refer to data service interface as a consequence of data actors’ user request.
They argue that the data service interface applies supporting protocols to explicitly in-
teract with the entity or to yield a backend for the user interface (Schinke et al., 2023).



Messaging or streaming interface is depicted by Lomotey et al. (2022) in the presen-
tation layer, which handles activities to the participants such as routing requests, re-
directing responses, and pushing notifications. The authors elaborate on a notification
mechanism to allow spreading of real-time information to a particular data actor (Lo-
motey et al., 2022). To be notified, each data actor has to register or subscribe based on
a publisher-subscriber model (Lomotey et al., 2022).

The technical interfaces represent the driving mechanisms of the system-system in-
teraction in the data trust ecosystem. A number of publications refer to the implemen-
tation in Data Trusts (Biihler et al., 2023; Jussen et al., 2024; Lomotey et al., 2022,
2024; Micheli et al., 2020; Potoczny-Jones et al., 2019; Richter, 2023; Sayeed et al.,
2023; Schinke et al., 2023; Shahbazi & Byun, 2021; Specht-Riemenschneider & Ker-
ber, 2022; Steinert & Altendeitering, 2024; Young et al., 2019). However, others do
not specify an implementation in Data Trusts (Azcoitia & Laoutaris, 2022; Benzaid et
al., 2021; Borgogno & Colangelo, 2019; Cohen et al., 2014; Grechkin et al., 2017; Gru-
son-Daniel et al., 2023; Gupta & Panagiotopoulos, 2019; Hildebrandt et al., 2020; Jha
et al., 2022; Kumar S. & Dakshayini, 2020; Lahteenoja, 2023; Mehboob Khan et al.,
2023; Vilas-Boas et al., 2023). The realization of the system-system interfaces needs to
be in accordance with the norms and regulatory standards to satisfy the data workflow
and to ensure valuable system-system interaction within the data trust ecosystem.
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Figure 2. Human-System and System-System Interfaces in a Data Trust Ecosystem

To sum up, the human-system and system-system interfaces are prerequisites for the
implementation of Data Trusts. Both groups of interfaces contribute uniquely to the
achievement of seamless data sharing in the data trust ecosystem. Figure 2 represents
the differences between the interfaces and how each interaction affects certain pro-
cesses in the data trust ecosystem. The distinction of interfaces in the data trust ecosys-
tem is vital for achieving smooth data sharing.

The literature analysis eminently addresses our RO1 by thoroughly investigating the
current research on interfaces that are or can be implemented in Data Trusts. Our re-
search also unveils that this field needs more studious work, especially when interfaces
need to be implemented in data trust ecosystem. There are obvious gaps in existing



literature that need to be tackled with focus. The next section therefore investigates
types of data structures and the interfaces to the data sources.

4 Types of Data Structures and Interaction with Data Sources

To extract the full potential of the implemented interfaces, Data Trusts have to be de-
signed to handle different data structures, and to link with storage implementations im-
peccably. In the following sub-sections, we analyze the structure of transmitted data
through Data Trusts, and the interaction with the data sources.

4.1 Types of Data Structures

Data Trusts need to be capable of working with different structures of data, namely,
semi-structured data like JavaScript Object Notation (JSON), unstructured data like im-
ages and documents, as well as with structured data as stored in relational databases
(Potoczny-Jones et al., 2019). A de-facto standard for technical interfaces is the semi-
structured JSON, which permits compatibility and interoperability across different
types of systems (Potoczny-Jones et al., 2019). Shahbazi & Byun (2021) also utilize
JSON data format for the acquisition of IoT sensor data that are later sent to a Kafka
server. Lomotey et al. (2022) explain that in their blockchain-based Data Trust as a
Service, REST APIs and JSON/Remote Procedure Call (RPC) protocol are used to in-
teract with the deployed smart contracts. While JSON is widely adapted in literature,
other standards like XML-RPC, SOAP and others are neglected, though.

To satisfy the heterogeneity of data, Young et al. (2019) construct a detailed data
management architecture with coupled tiers: (1) A triage tier for unstructured data
where raw files are ingested. This tier does not provide analysis capabilities. However,
it offers secure and policy protected storage. It is implemented as a policy, authentica-
tion, and auditing layer; (2) a scalable data lake tier for semi-structured data utilized for
quality control, analysis, restructuring, and integration where data can be infiltrated ex-
plicitly from the data providers; (3) a warehouse tier for structured data, where data can
be absorbed directly through managed APIs, which ensures structured data manage-
ment and imposes integrity constraints. All tiers are applied as administrative layers on
top of existing cloud services (Young et al., 2019).

4.2 Interaction with Data Sources

Many potential data actors in the data trust ecosystem are incapable of hosting the data
on premise and of ensuring continuous access to them. Thus, the data provided by the
data providers need to be adequately stored in databases or other data sources, and se-
cured for subsequent usage by the data users (Schinke et al., 2023). To attain this, Data
Trusts need to provide APIs to existing services with storing functionalities, i.e. data
sources, within its implementation (Schinke et al., 2023). A cloud storage allows an
assembly of large amounts of data, security, and backups (Potoczny-Jones et al., 2019).



Data provenance is important in tracking the origins of the data. It should be saved
in a relevant storage as well (Mehboob Khan et al., 2023).

Sayeed et al. (2023) provide a Data Trust, which assembles data from various inter-
disciplinary, geographically distributed databases. They create a multi-layered distrib-
uted database federation, where an access token is needed to access a database. Once
the access token of the API is obtained, the access is gained (Sayeed et al., 2023).

Most of the publications refer to the types of databases installed in the data trust
ecosystem (Potoczny-Jones et al., 2019; Shahbazi & Byun, 2021; Young et al., 2019).
However, only a few of them elaborate on the APIs that need to be integrated to access
or to provide data in the databases (Sayeed et al., 2023; Schinke et al., 2023). This
illustrates another domain that requires attention and more extensive research.

By identifying existing mechanisms for accessing different data structures and
providing links to databases in the data trust ecosystem, RO2 is fulfilled. Although there
are exceptions (Lomotey et al., 2022; Young et al., 2019), the current literature conveys
deficiencies in providing a thorough link between APIs and the available data struc-
tures. Moreover, there is a lack of detailed elaboration on the standards that can be used
for the implemented interfaces in Data Trusts. The gaps in research can be observed in
the interaction with data sources, where corresponding data is stored. Even though there
is a strong base in some studies (Sayeed et al., 2023; Schinke et al., 2023), there is an
apparent lack of designed APIs for the purpose of ensuring a smooth data flow to and
from the data sources in the data trust ecosystem.

5 Research Gaps and Future Directions

Our systematic literature analysis identified significant research gaps. The different in-
terface terms used in the analyzed publications lack a clear explanation. Hence, the
general understanding of some terms may overlap, which conveys additional ambiguity
among readers. Our work addresses this gap by systematizing and segregating the dis-
cussed interfaces in two main groups along with a provision of a common understand-
ing of human-system and system-system interactions in a data trust ecosystem.

The evident lack of studious work in the system-system interaction uncovers the
need for standards for APIs and user interfaces in Data Trusts to deal with different data
structures. This lack increases when screening the literature on the interaction with da-
tabases, as there are barely papers that incorporate APIs to access data from and to
provide data to the storage implementations of Data Trusts.

Existing literature conveys limited empirical validation of data trust models in spe-
cific domains, and insufficient research on interface design in the sphere of Data Trusts.
This deficiency is due to the lack of scientific works referring to interface implementa-
tions in the data trust ecosystem. The current studies also lack interviews with non-
expert and expert stakeholders, which restricts the stakeholder knowledge about the
impact of human-system and system-system interaction along the data sharing process.

The deficiency of including cross-border or jurisdictional challenges in data trust
implementations is evident, as well as the lack of standardized implementation of a
universal framework for Data Trusts that complies with the data governance principles.



Through the performed systematic literature review, our research establishes the sci-
entific grounds for developing human-system and system-system interfaces tailored to
Data Trusts by highlighting the main contributions from current literature and the gaps
that need to be tackled to set a solid and fiduciary data trust ecosystem. Thus, our study
reveals the theoretical grasp of interfaces and their crucial implementation in Data
Trusts. The implementation of these interfaces is a convoluted, yet a vital step in the
construction of Data Trusts. Our work serves as a foundation for further technological
developments, and practical implementation of the interfaces in data trust ecosystems.

For more concrete developments, future hands-on improvements have to be met for
more practical implementations of the previously scrutinized interfaces. While our
study does not provide an implementation of the discussed interfaces, we set the base
for their construction by elaborating on the commensurable concepts.

6 Conclusion

In our work, we studied the field of Data Trusts and the interfaces utilized for achieving
seamless fiduciary data sharing in the data trust ecosystem between the data actors and
Data Trusts on a human-system and a system-system interface level. To achieve our
ROs, we analyzed the current state of available literature on interfaces in Data Trusts.

By examining the current literature on this topic, we tackled RO1 as presented in
Section 3, where we provide a comprehensive table of the relevant human-system and
system-system interfaces, which are indispensable for building Data Trusts. The wide-
spread imprecision in defining and addressing these interfaces makes it strenuous to
implement interoperable interfaces in the construction of Data Trusts.

A clearer understanding of the necessary interfaces allows a smooth data flow in the
data sharing process. However, to design robust Data Trusts, other mechanisms need
to be taken into consideration as well. Data Trusts need to be able to interact with dif-
ferent structures of data (e.g., unstructured, semi-structured, and structured data), and
they need to provide an interface to and from the databases. By examining the existing
literature in Data Trusts’ interfaces, determining the deficiencies and the existing gaps,
we successfully tackle RO2 and present our standpoint in Section 4.

This work is merely a primary step in our ultimate objective, to construct a function-
able fiduciary Data Trust with strong user and technical interfaces integrated accord-
ingly to enhance flawless data sharing processes between various entities. Our future
work in our projects “EG-DAS” and “KOOP-DAS”? will focus on the practical imple-
mentation and demonstration of operation of the interfaces in data trust ecosystems.
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